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System integration
in safety engineering

Installers of safety and security
technology are constantly chal-
lenged to adapt to changes in infra-
structure and overall conditions.
There is a growing demand for se-
curity concepts that ensure integra-
tion across all security sectors, in-
cluding the system and network le-
vels as well as super ordinate
management systems.
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Against this backdrop, vendors are
faced with the challenge of develop-
ing equipment and systems which
are almostall-in-once devices cover-
ing every conceivable requirement.
There is a demand for equipment
and systems that can easily be inte-
grated in existing security concepts.
If possible, standardised interfaces
should be applied.

In this context, there is certainly a
predominant interest in intruder
alarm, access control and video
(CCTV) surveillance systems and
technologies.

Each of these sectors has undergone
a continuous development during
the course of which the functional
focus and the overall marketing
conditions have changed. As a re-
sult, users had to deal with different
suppliers in the past if they wanted



to introduce a comprehensive secu-
rity concept. In general, they had to
deal with installers specialised in
the different security sectors: Instal-
ler Afor IAS, B for access control and
C for CCTV etc.

This has now changed: Installers are
no longer specialised in one security
sector but tend to offer a complete
package, so-to-speak as single-source
suppliers.

The customer is able to enjoy the be-
nefit of a single service provider for
the security package. Moreover, it
has become apparent that a system
integration, that is, a functional in-
tegration of individual sectors does
not only provide added value for the
customer but also improves the ef-
fectiveness of the safety-related
functions across different systems.

CCTV surveillance technology is in-
creasingly applied as an integral part
of security concepts, both in private
and commercial applications. This
trend is also reflected in the current
draft guidelines of VdS and the ob-
ject-specificrequirements of insurers.

However, the realisation of such
turnkey systems presents consider-
able obstacles to installers.

CCTV surveillance systems as part of
alarm systems can be integrated
across different vendors only to a [i-
mited extent due to the lack of stan-
dardised interfaces.

VdS has addressed this problem and
is developing a set of standards for
CCTV surveillance that paves the
way for including video technology
in comprehensive security concepts.

Overview of current
VdS guidelines and/or
draft guidelines on CCTV

Certification process

VdS 3442 2005-09 Richtlinien fiir die
Anerkennung von Errichterfirmen
fur  Videouberwachungsanlagen
(VUA), Verfahrensrichtlinien (Guide-
lines for approval of installers of
CCTV surveillance systems, proce-
dural guidelines)

Planning and installation

VdS 2366 2004-05 VdS-Richtlinien
fur  Videoiiberwachungsanlagen,
Planung und Einbau (VdS guidelines
for CCTV surveillance systems, plan-
ning and installation)

VdS 3426M 2005-09 Installationsat-
test fiir eine Videoliberwachungs-
anlage (VUA), - Muster - (Installati-
on certificates for CCTV systems —
sample)

Products

VdS 2364 2006-08 Systemanforde-
rungen, Kategorie | (System require-
ments, category | (draft))

VdS 2365 Systemanforderungen,
Kategorie Il (System requirements,
category Il (draft in progress))

The draft guidelines VdS 2365 on
“Requirements for CCTV surveillan-
ce systems of category Il is of spe-
cial importance from the point of
view of system integration.

In contrast to category | which co-
vers video systems as separate com-
ponents that do not have any influ-
ence on nor are they in integral part
of intruderalarm systems, CCTV sys-
tems of category Il can be functio-
nally integrated into alarm sys-
tems.

VdS 2365 focuses primarily on one
out of three integration levels,
which is the system level.

Moreover, when taking a holistic
approach, special requirements ari-
se for the communication infra-
structure and on the level of control
room and management systems.

Regarding control rooms and mana-
gement systems, the integration of
a video functionality in (existing)
alarm management systems and sys-
temintegration underasole userin-
terface are of primary importance.

In terms of overall infrastructure
conditions, both the alarm system
and the CCTV system should be
able to use the existing communi-
cation infrastructure.

The requirements on the system
level predominantly relate to the

functional connections of the diffe-
rent security sectors and the auto-
mation of operating and functional
processes.

General requirements for
a CCTV system from the

perspective of “integration
into alarm systems“ on
the system level

In general, the design of the CCTV
system’s architecture has to meet
the special requirements of the
alarm system’s technology. This ap-
plies to both the hardware and the
software of the CCTV system. The
operating systems installed need to
be suitable for security applications;
in general, an embedded system de-
sign is required for both the hard-
ware and the software, which can
ideally also be integrated into a bat-
tery-operated emergency power
supply system with a rated voltage
of 12 V.

Moreover, the systems need to be
multi-link enabled for connection to
management systems or distribu-
ted security control rooms. Simulta-
neous establishment of multiple vi-
deo connections across different
networks towards different target
systems is required.

Similar to alarm transmission, the
connection of CCTV systems by pu-
blic networks may also require a
back-up function, a redundant
transmission path in order to en-
sure connectivity to the control
rooms also in case the main trans-
mission path is offline.

However, the most important as-
pect is a suitable system interface
that provides the functional link
between the CCTV system and the
alarm system.

The guidelines of category Il address
this subject in greater depth and,
among other things, describe a sys-
tem interface for the connection of
the CCTV system to the alarm sys-
tem in detail.

What are the requirements fora sys-
tem interface for CCTV and alarm

systems?
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[ 1. The interface has to
feature the functionalities
of both systems.

[d 2. Due to the different EMC
protection concepts of CCTV
and alarm technologies, a
galvanic isolation is required.

[ 3. The interface has to be
standardised to ensure
integration of different systems
by different vendors.
Proprietary processes are not
suitable from the point of view
of a safe investment.

[ 4. Highest functional reliability
with permanent crosschecking
of availability.

At first glance, it is not an easy task
to define an interface that meets
this profile and that provides an op-
portunity and motivation for diffe-
rent vendors in the field of CCTV
technology and alarm technologies
to realise with manageable deve-
lopment and reasonable input.

However, the members of VdS 2365
working group were able to benefit
from an interface already standar-
dised by VdS which, in terms of its
quality, functionality and perfor-
mance, met most of the required cri-
teria: VdS 2465 for TCP/IP in line
with VdS 2471, Annex A13 (interface
S2/53 for connections to IP networks
using TCP protocol).

This interface which has already be-
come established for alarm trans-
mission and is used for a safe
connection of alarm systems to
alarm receiving equipment, forms
the basis for a standardised system
interface for alarm and CCTV sys-
tems. Only minor modifications and
protocol extensions were required
to ensure the capacity and perfor-
mance required for video applica-
tions.

Hence, the interface now fully meets
all requirements. Galvanic isolation
isensured by ethernet coupling, per-
manent monitoring of functionality
is realised through a permanent
connection between alarm and
CCTV system. The systems’ functio-
nality can be reproduced by the pro-
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tocol elements of VdS 2465. Integra-
tion can be done by including exis-
ting IP networks that also connect
the video and alarm receiving ele-
ments. CCTV and alarm systems are
directly connected by an ethernet
that can also be connected to emer-
gency power supply in order to en-
sure availability.

What are the functionali-
ties of the new interface for
alarm and CCTV systems?

First of all, we would like to high-
light that the interface is NOT able
totransmit video images or sequen-
ces, which is not a requirement in
this context.

The interface is conducive to func-
tional integration, mutual control
and realising interactions across dif-
ferent systems.

For instance, including system sta-
tus into the coerciveness of the in-
truder alarm system is possible. The
CCTV’s system status may be pro-
duced and controlled through ope-
rating and display functions, e.g. by
activation of the camera’s masking
detector or by turning or defocusing
selected cameras.

System malfunctions of the CCTV
system can be transmitted specifi-
cally to the emergency service con-
trol room by the transmission unit
of the IAS.

The video analysis functions or
other detection mechanisms of the
CCTV can also be used by the alarm
system; thus, intruder alarms can be
generated by components of the
CCTV system, provided that the
CCTV system complies with the re-
levant VdS requirements for the res-
pective security class.

Ontheother hand, itis also possible
to control the CCTV system through
the operating status of the alarm sys-
tem. This includes functions such as
controlling video recording or in-
cident-related control of video
connections to control rooms or lo-

cal video monitors. When switching
operations are documented it is
possible to e.g. reproduce the data
stored on the identification device
through video images and/or to
match these data with the respec-
tive video sequences recorded.

Allthese functions had already been
realised in the past, though only ru-
dimentarily, and cost-intensive ex-
tensions on the basis of manually
wired system extension modules on
the basis of potential-free inputs
and outputs or super ordinate ma-
nagement systems with proprietary
and costly interfaces were required.

management systems

and emergency
service & control centres

Implementing comprehensive secu-
rity concepts does not only involve
integration at system level; it is also
necessary to consider the connec-
tion of integrated systems that con-
sist of CCTV and alarm technologies
to distributed emergency service &
control centres.

For many control centres, video
transmission is a critical issue which
isbecomingacore business sectorin
addition to classical alarm transmis-
sion. This is no longer about alarm
verification and functional testing;
nowadays, there is a demand for vi-
deo-based services such as e.g. au-
tomatic patrols by security guards
or decentralised live monitoring of
operating and switching processes.

Therefore, operators of emergency
and service control centres are well
advised to carefully examine exist-
ing video management and/or vi-
deo reception systems to check to
what extent they meet current and
future requirements for continuity,
safe investment and integration
capability.

One of the primary requirements is
integration capability into existing
management systems. Control cen-
tres that look into CCTV options, in
general, use separate video mana-
gement and reception systems to
begin with. A growing number of



video connections then prompt
them to add to the number of video
workstations.

The smartest solution for control
centres that already have a modern
management system is integrating
video technology into the existing
system.

The video reception technology is
integrated into the existing infra-
structure and, from the perspective
of the control centre’s system,
works almost like a modern alarm
reception system. The video server
can be connected through e.g. a
high-performance TCP/IP connec-
tion. This way, the control centre’s
operator avoids duplication of data
update for the objects equipped
with CCTV and intruder alarm tech-
nologies since they are able to use
the database of the control centre’s
software. Moreover, it is not neces-
sary to install additional worksta-
tions since CCTV technology can be
integrated into the familiar system
interface.

Many vendors of modern alarm ma-
nagement systems are already of-
fering appropriate integration fea-
tures.

Network and communi-
cation infrastructure

Thisis the sector where concepts are
needed that enable a smooth inte-
gration of CCTV systems and alarm
systems into existing private and
public IP networks.

In the sector of CCTV technology,
processes such as HTconnect have
become established; they ensure a
safe connection of video systems to
distributed control rooms or video
management systems over the In-
ternet. On the object side, Internet
access can be equipped with dyna-
mic IP addresses. Access to the sys-
tems does not pose any problems as
no additional network services are
required. Moreover, customer net-
works can be shielded specifically by
firewalls to prevent external access.
External access to video systems
through target systems that are
connected by HTconnect is, howe-
ver, possible at any time. Moreover,

HTconnect enables access to video
systems in UMTS networks; again,
using costly network services, which
is otherwise obligatory, is not nee-
ded. There is also a pleasant side ef-
fect for the installer: Elaborate con-
figuration of the customer’s router
(Port Forwarding, Network Address
Translation) is not needed.

In terms of transmission security
and network availability, some ven-
dors already meet the requirements
of VdS (VdS 2471) for the use of IP
networks. In case the main trans-
mission path fails, these systems, in
principle, make it possible to switch
to another VdS-approved transmis-
sion path, e.g. ISDN. The system
components required for that (e.g.
ISDN interface) can be easily inte-
grated into the equipment as addi-
tional printed circuit boards.

If special, highly effective image
compression processes such as HT-
compress are used; no channel
bundling is required for ISDN trans-
mission. This ensures a high func-
tional reliability particularly for in-
tegrated systems since the alarm
transmission device can make un-
limited use of the remaining chan-
nel B.

Another important aspect is active
bandwidth management of the
CCTV systems to secure users’ bu-
siness processes while at the same
time using the existing communica-
tion infrastructure.

CCTV

ACS

TCP/IP
VdS 2465

Conclusion and outlook

The new VdS guidelines currently
being drafted, VdS 2365 on system
requirements for CCTV systems, ca-
tegory Il, make it possible to realise
comprehensive security concepts
across different vendors. They will
present the first products that are
equipped with the new system in-
terface as early as this year’s Securi-
ty trade show in Essen (Germany).

However, the multitude of options
that arise from “integrated sys-
tems“ has not been fully exploited
yet. Current interest focuses on the
use of control panels of alarm sys-
tems for incident-related represen-
tation of video archives or live ima-
ges. Many vendors have already
created the basic prerequisites, in-
creasingly using systems for the
control panels of alarm systems that
do not only feature the obligatory
fieldbus connection but also ether-
net interfaces. Vendors of CCTV sys-
tems, on the other hand, are offer-
ing corresponding WEB-API that
provides external systems with ac-
cess to the live images or video ar-
chives.

First approaches can already be
seen, using, for instance, PDA or
smartphones to control or operate
alarm systems through WiFi, GSM
or UMTS networks and trying to ac-
cess live images or video archives.
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